Hi assistant!
(A new experience for in-store retail payments)
***
Abstract
In the current Covid-19 emergency period, different uses and consumption habits are emerging instead of those we were used to. The fear of contagion and the need to access the shop close to home are also changing the approach to payments. Consumers are asked not to use cash while the cards-schema are expanding the operational limits of the cards to avoid typing the PIN or signing the receipt. We prefer the use of contactless payments and the use of telephone payment applications. But we have not come to terms with the obligation to use gloves and masks 
or with the installation of anti-contagion dividing panels that can further limit the way in which we operate. Faced with a discontinuity in our way of life caused by the Covid-19 pandemic, we are still responding with solutions designed and consolidated before the advent of the virus, when contact was the basis of our lives. The project illustrates an "outside the box" approach to manage payments at the time of the pandemic, intending to respond to the discontinuity of our way of life with an equally marked discontinuity in the way of making payments.
***
Background
Voice assistants, in various forms, are now among the most popular objects in everyday’s life. They are invoked to obtain indications of various kinds, both at home and outdoors, for weather forecasts, for an immediate translation or for reminders. 
Their penetration for shopping and banking is less marked, probably due to a mixture of lack of trust from consumers and the difficulty in complying with the payments regulations  like PSD2 payments and - above all - with the Strong Customer Authentication rules that require the use of authentication techniques that voice assistants are not equipped with.
More recently we have witnessed the release of services that use voice assistants to make orders, payments and money transfers; these services refer to remote operations, e-commerce, remote banking and person2person services, for the transfer of money on telematic networks and also comply with the SCA dictates, using the smartphone as second authentication factor. 
Precisely because of their limited safety and privacy-related features, we have not made enough efforts to understand how to use them even in physical stores, perhaps anchored to pre-packaged and now outdated schemes and devices. 
There is no doubt that a smart speaker to which we have gradually given more and more space in our homes for operations that also include payments can represent a moment of operational discontinuity even on the merchants side, where a secure payment could be made with guarantee of integrity, privacy and impossibility of reuse by others. 
Furthermore, in the presence of an emergency situation such as the current Coronavirus one, a voice command for a secure payment would guarantee a consumer-operator interaction free from contact problems that can instead occur not only with the use of cash but also with the use of cards and telephone applications. 
Obviously, this will need to be in line with the need to respect both security and privacy. More precisely, without making it possible to infer anything relating to the identity of the consumer, or the details of the transaction, or the PIN/password needed to make the payment.
Therefore, regardless of the supply chain of the underlying payment system, be it a three-part, four-part, based on the usage of the electronic money as well as cryptocurrency-based scheme, a “smart speaker” could replace the final element of interaction precisely between consumer and operator. 
A smart speaker is undoubtedly the model of interaction that allows compliance with the restrictions and obligations dictated by the Covid-19 situation and that will most likely accompany our daily lives for a long time.
European communities have recently issued simple guidelines to raise awareness on the adoption of additional security measures in the management of payments in Covid-19 situations; however, probably these are not enough because they are still referring to rules defined well before the current situation emerged.
The underlying question here is – would PSD2 and Strong Customer Authentication legislation be the same as they are now if they were drafter during a pandemic emergency like the one we are facing now?
In a generalized perspective of prevention of contagion by limiting the possibilities of contact, the increase in the limits for entering the PIN appears to be of limited value. Given that all purchases are made in this mode, the limit defined today will be exceeded tomorrow.
It would be better to expand the use of digital wallets after a positive evaluation of the capabilities to correctly activate mobile phone services. When we perform a payment operation, today we should consider the installation of anti-contagion dividing panels and wear a mask and gloves limiting the way we can manage our smartphone (particularly when it comes to facial recognition technologies). 
The latter can also force us to try to make new images of our face with the mask on, something that doesn’t always end up in success.  And what about the continued use of the selling receipt in addition to the payment receipt? 
We are facing an emergency situation of no short duration and we cannot only be thinking of the “after”, because we are not sure of the length of the situation. We must therefore act in a "disruptive" perspective today for today. 
In light of this, it is therefore necessary to give more attention to the current need of every shopkeeper and every consumer when the latter, not from his home, is forced to enter a shop for purchases and then provide for payment, having worn a mask and gloves.
So why not act differently, at least as a local user-experience between the merchant and the consumer, without prejudicing the respect of the European recommendations as far as possible? 
Idea
Here's how an ideal, completely contactless purchasing process could take place: 
"Hi assistant. Please pay this merchant using my ID "
Of course, if only it were possible for the device to combine the message from a consumer in a unique way with its identity, just as we can do it with a fingerprint or with facial recognition! 
To this end, it is necessary to avoid: 
· in terms of security, that someone can replicate this transaction for other purchases or at other merchants; 
· in terms of privacy, that information is provided on the purchase made and on the coordinates used for the payment. 

Well, we will see now how to meet these requirements.

…


